2002-2003 SANTA CLARA COUNTY CIVIL GRAND JURY

INQUIRY INTO COMPUTER INFORMATION SYSTEMS
DISASTER RECOVERY PLANS

Summary

As a follow-up to audit findings by the Santa Clara County Internal Auditor, the
2002-2003 Santa Clara County Civil Grand Jury (Grand Jury) conducted an
inquiry into the status of computer information systems disaster recovery plans
for cities/towns within Santa Clara County and for selected county
agencies/authorities/districts. The Grand Jury determined that not all
organizations have prepared written disaster recovery plans and that, when such
plans have been prepared, they have not always been tested or updated. A
recommendation is made to improve this situation.

Background

An audit report issued by the Santa Clara County Internal Auditor in May 2002
indicated shortfalls in disaster recovery plans and physical security for computer
information systems of Santa Clara Valley Health and Hospital System
(SCVHHS). In view of this information, the Grand Jury elected to conduct an
inquiry to determine if cities/towns within Santa Clara County and selected
county agencies/authorities/districts had prepared written disaster recovery plans
for computer information systems, and if these plans were regularly tested and
updated.

The primary objective of a computer information systems disaster recovery plan
is to allow mission-critical systems to survive a disaster and support the re-
establishment of normal operations. Our cities/towns and county
agencies/authorities/districts provide many essential services to their citizens. The
disruption of these services following a disaster could result in significant harm or
inconvenience to those who are served.

The Government Finance Officers Association (GFOA), the professional
association of state/provincial and local finance officers in the United States and



Canada, recommends that every government agency formally establish and
regularly update written policies and procedures for minimizing disruptions
resulting from computer failures following a disaster. Specifically, the GFOA
recommends that such policies and procedures accomplish the following:

Formally assign disaster recovery coordinators for each agency or
department to form a disaster recovery team;

Require the creation and preservation of backup data;

Provide detailed instructions for restoring disk files from backup;

Make provision for the alternative processing of data following a disaster;
Establish guidelines for the immediate aftermath of a disaster.

In addition, the following actions are recommended by GFOA:

Copies of the policies and procedures should be kept offsite to assure
availability in the event of a disaster;

The recovery plan should be tested periodically, and immediate action
should be taken to remedy any deficiencies identified by that testing;

Steps should be taken to assure the adequacy of disaster recovery plans for
outsourced services.

In order to assess the overall status of computer information systems disaster
recovery planning within Santa Clara County, meetings were held with the
Director, Business Development and Applications, in the Santa Clara County
Information Services Department and with the Chief Information Officer for the
Santa Clara Valley Health and Hospital System. In addition, a survey was sent to:

Fifteen cities/towns within Santa Clara County;

Santa Clara County Sheriff’s Office, Assessor’s Office and Department of
Correction,;

Valley Transportation Authority;

Santa Clara Valley Water District.

The survey consisted of seven questions:

ANl e

Does a disaster recovery plan exist?

Date it was prepared.

Date of last major update.

Date of last testing of the plan.

Are there any access controls in place? If so, please provide a summary.
Are routine access reports generated? If so, what is the frequency of their
review?

If there is no plan in writing at this time, and if one were to be written,
from whom might you seek help?



The results obtained from this survey indicate that only six of the fifteen
cities/towns have written disaster recovery plans at this time, and that all of the
selected agencies/authorities/districts have written plans. In addition, it was
determined that only three of the cities/towns and all but one of the
agencies/authorities/districts with written plans have tested them. For security
reasons, the Grand Jury is not divulging the names of the government entities that
lack formal written disaster plans. Those entities not in compliance are aware of
this deficiency, based on information furnished to the Grand Jury.

Finding
Nine of the fifteen cities/towns in Santa Clara County do not have written disaster
recovery plans for computer information systems; and not all written plans have
been tested and updated.

Recommendation

All  cities/towns  within  Santa Clara County and all county
agencies/authorities/districts should have written disaster recovery plans for
mission-critical computer information systems, and should regularly test and
update these plans. Managers, supervisors and other personnel with a “need to
know” should have ready access to current versions of the plans.



PASSED and ADOPTED by the Santa Clara County Civil Grand Jury on this 20" day of May,
2003.
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